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Giéi thiéu téng quan

Buc twong lra (Firewall) l1a cong ¢ bao vé an ninh mng may tinh
chbng truy ntip trai phép & mang bén ngoai (ang khéng tin ay) vao
mang bén trong (ang tin dy). Firewall la céng ¢ can thiét cho myi co
quan, & chrc c6 ming tham gia vao amg dién rong hay nang internet.
Muc tiéu nghién €u xay drng k¢ théng wrong hra 1a ntim chi dong rim
bat cong @ bao vé an ninh an toan amg may tinh trong @i dai ma nhu
ciu sr dung cdng ngh thdng tindang phat tén manh, céng ngh mang
may tinh ngay cang cao, tranhupthusc vao cong nghva cac sn pham
ngaai nhap, déng thyi giam thiéu dau tr kinh phi khi nd rong cacdiém nit
bao vé mang.

Hé théng trong tra FWBCA da duoc chay thar nghiém tai Trung
tam Cong ngh ki thuat may tinh va Ckin thuat nghiégp vu. Nhitng két qua
ther nghiém cho thy hé théng da dam loc va ngin chin duoc moi yéu du
két ndi trén cac 6ng dich w hién hanh, ru cac nht ky gidp naroi quan tri
phat hén cac du hiéu truy nHip trai phépdé tir d6 c6 bén phap K thuit
ngan chin haic bién phap khéc #po thoi. Hé théng khéngdoi hoi cau hinh
phan arng caodugc chay trén K diéu hanh Linux nén cé tinén dinh cao.
Hon nira, Hé théng FWBCA cho phép din tri tir xa qua giao én web, c6
giao dén tiéng Viét than thén nén & quan tri.

Hy vong ring ¢ théng trong ra FWBCA $ daptng duoc yéu éu
bao vé an ninh mng may tinh choting don vi cy thé. Chiing tdi it mong
nhan dugc ar gop ydé nhdm nghiéneu phat trén hé théng hoan thn hon
nita, dap tng cdng tac 4o vé an ninh an toan amg may tinh ét hon trong
tinh hinh nai.

Céac chic nang aia NANO-FWBCA

> Bao vé ching truy nlp trai phép vao emg rdi bo tr mang bén ngoai
(nhu Internet)

> Ngin chin moi dau hiéu quét tlim do va in céng 1§ théng mang i bo

» Loc virus sdm nfp tir mang Internet

> Kiém soét va chead moi dija ch IP oia mang mi bo khi két ndi qua ¢
théng trong kra FWBCA

> Kiém soat va ghi nim moi trang thai Kt ndi cac dch wi: web, thr dién
ta, truyén ©p, ...

» Cho phép ngoi diing ming bén trong & néi voi mang bén ngoaié tra

cau, tim kiem thong tin va khai thac CSDLghcach trong sat
» Kha nang phuc vu 50dén 100 may kt noi cung nét lac
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> Kha ning md rong tng ding aia $n plm phin mém twong hra
FWBCA:
o Thiét Iap két ndi ao giira hai mng LAN (VLAN) nim xa nhau
vé khaang cach théng qua haé thong trong ira FWBCA
0 Bao vé duong truyén gita hai Gateway c6 caiat phan mém
FWBCA hing kj thuait mang riéngao (VPN), cho phép thagoi
thuat toan ma hoa va khoéad mit
o Bao w& hoi nghi truyén hinh (Video Conferencing)
0 S dung tinh ring dinh hréng ki goi tin (REDIRECT)dé thuc
hién chién thuat tin hoc trén mng
> Dac biét: Tich hyp o loc trang webden (website c6 ¢ dung khdng
mong mwn) véi sé lrong trang web nin chin hién cé trén 1.000.000
website...

. Quan tri bwoc twong hira
» MO0 hinh va nguyén ly hab dong
> Thiét 1ap ciu hinh mang
> Thiét 1ap ciu hinh 1§ théng wrong lira
> Thao tac i hé théng luat
> Nhat ky hé thong trong hra

a. Mo hinh va nguyén ly hat dong

Trong cac md hinh trén, #Mg bén ngoai tihong duoc hiéu 1a mang khéng
tin cdy nhu: mang dgn rong, mang internet; Mng noi bo l1a mang ma ta
can bao w&; Vung DMZ la vang ch chra cac may dhh phuc wu;
eth0,ethl,eth2 & cac giacifi mang aia may ma & théng trong kra
FWBCA caidat Ién. Chua y: trong cac mo hinh 1,2 thang) bén trong (hay
ving DMZ) phii chon Gateway ngm dinh ladia ch IP aia ethl (hay eth2
v6i DMZ).
M6 hinh 1: Thuong dugc dung cho cac amg nkd nhua: cac phong, ban
trongdon vi;
M6 hinh 2:Duing cho cac nhuaa lén hon nhr: cac ac, w;
M6 hinh 3:Puoc dung cho cadon vi c6 nhu &u dam bio an ninh an toan
mang & mic cao. Trong mé hinh 3¢kin céng chco thé pha W hé thong
trong lra bén ngoai, ning khéng th vao dugc mang bén trong an bao
VE.
Nguyén ly hat dong:

Truéc hét ta én hiéu vé céch thirc t6 chrc cia e thdng trong lira
FWBCA. He thong trong lra FWBCA duoc t chic theo céac fong heu
thdng @a cac goi tin, ttc latng w6i mdi huong ta 6 chic mdt bang céac
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luat twong tng V6i dic diém haat dong aia nd. C6 basng lru théng ©
ban la: hréng goi tindi vao (Input), keéng di ra (Output) va hisng chuygn
tiép (Forward). Trong @i huong ndy c6 cac chinh sach (Policy) gp tac
luat (Rule).

Hé théng trong lra FWBCA nay hat dong @ ban dya trén nguyén
ly cua o loc gai tin (Packet Filtering). dc la né dra vao niirng théng tin
nam trong pAn HEADER @a goi tindé dua ra nling quyét dinh ma chinh
sach va B théng luat coa tada dinh. Nhr ta da biét, théng tin trugn trén
mang déu dudi dang cac géi tin. Mi goi tin nayduoc chia lam 2 pin o
ban 1a: ptin dau (HEADER) va phn d liéu (DATA). Phin DATA chira
dir liéu én chuyn di, con ptin HEADER chira cac théng tin cho &
nguwn goc, roi dén, va ndt vai thdng tin khac. Cac thdng tin ma thdng
teong trta FWBCA én 1a trong phin HEADER dia goi tin. Gi thé céac
thdng tin @n co ban bao gm:

= DiacH IP may gri

= Diach IP may nlin

= Cong dch w may g

= Cbng dch wi may ntin

» Giao thrc gr dung (hay dch w)

FWBCA dra vao céc théng tidé dé xir ly goi tin. Nguyén ic haat
dong nhr sau:

Gia sir ta xét goi tindi tir mang ngoai vao: khi géi tidén giao tép
mang eth0, FWBCA & dung hrong inputdé kiém tra, réu goi tin duoc
phépdi vao (vao may FWBCA qua ethQ) thi n cho vao. Sado6 né s
dung hréng forwarddé chuyén tiép dén giao tép mang ethl (hac eth2).
Tiép d6 n6 s dung hréng outputdé kiém tra An cudi goi tin tredc khi di
vao mang trong qua ethl (Ao qua eth2). Trong hyp ngroc lai goi tin di
tir mang trong ra ngoai: goi tidén ethl (héc eth2), FWBCA dung dng
luat cua inputdé xem xét, du dugc phép né & cho gai tindi vao may
FWBCA.Tiép d6 dung Bng luit caa forwarddé chuyén goi tin dén eth0
(néu tir mang i bo di ra thi throng quaday goi tin § dugc dong goi hi va
ldy dia cH IP |a @ia card eth0) . Va &ilcung tizéc khi ra ming ngoai, goi
tin phai qua kém tra i bang luit caa output.Hé hinh dung rd én ta co
mo hinh sau:

NANOSOFT-Gid tri mang lai niém tin
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<-----|postrouting|<----|output|<----|forward|<{#put |<----|prerouting |----->

Nhu thé tai mdi card ming c6 Bn bang luat. Trongdd bang luat
prerouting dungdé thay dbi dia cH IP dich aia g6i tin, Bng Iuit
postrouting dungié thayddi dia cH IP ngbn cia géi tin.Con hai éng Iuit
la input va output dingé kiém soat gid tin. Va abi cingdé chuyén tiép
gitra hai card ning ta dung #ng luat forward. Nhr vay cac it cua ta ¢
chu yéu dat tai hai bang luat input va outputié kiém soat - itc 1a cho phép
hay édm - cac dch wi lvu thdng qua &ithdng trong hra.

Trong ndi bang Iuat trén khi goi tindén thi cac lat duoc xir ly tuan
tu - trc 1& Iuat ndo ko truge thi goi tin § phai ddi mat truée. Néu luat 1
khéng phu bp thi lut 2 duoc goi dé xir ly géi tin, réu luat 2 khdng phu
hop thi lut 3 duoc goi,... cr nhr thé chodén khi cé It phu kup. Trong
truong hop khdng co lat nao phu bp thi chinh sach (Policylia hréng €
duoc ar dung. Nhr vdy chinh sach&la gii phap céi cungdé xi Iy goi
tin.

Trong k¢ thong wrong ra FWBCA, chinh sach (Policy) fign dinh
cia cac lréng 1a DENY (&r chdi) - tac 1a réu khdng co lat nao phu hp
thi c6 nglia goi tindd s khdngduoc phépdi qua. Do vy ta € thiét 1ap cac
luat theo nguyénit “m¢ dan” - tac la réu muwn cho phép goi tin nao thi ta
tao va thét 1ap luat cho phép goi tia.

b. Thiét 1ap cau hinh mang
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Chu y: Céac thao taé phin nay chi thuc hién réu ban & ngroi quan
tri mang. Khi thayddi dia ch IP giao tép mang trong (eth1) khaap dia
chi mang mi bd dang dung thi cé thkét ndi hién tai s& bi ngit, khi d6 cin
thayddi dia cH mang trong cho phudp véi 16p dia ch mai (cung bp voi
ethl) vadang ntp lai.

Thiét 1ap ciu hinh mng ¢m céac thao tac: Thi lap dia cH IP giao
tiép mang, Bang dinh tuyén, Thiét 1ap DNS, Thét 1ap dinh danh may.
Trong cac thao tac nay, éhiap dia cH IP va DNS 14 hai thao taérm thiét.
Thiét 1ap dia cH IP giao tép mang: théng throng dia cH IP da duoc thiét
lap sin phU lop v6i mang hait dong nén thao tac nay chiing khi ta
chuyén mang haydinh li dia ch IP cho toan rang. Ta khéng nén thaibi
"tht", vi qua trinh thayioi co thé s3 1am ta khéng té vao duoc hé théng
tuong hra nra.

Thiét 1ap dia cH IP giao tép mang: théng tirdng dia cH IP da duoc

thiét 1ap sin phi lyp véi mang hait dong nén thao tac nay ching
khi ta chuyén mang haydinh lai dia ch IP cho toan ring. Ta khéng
nén thaydoi "thi”, vi qua trinh thayidi c6 thé s lam ta khong th
vao duoc hé thong trong lira nra. Trong teong hyp cin thayddi,

nhan chon tén giao ip muwn sra, sau khi nfip cac théng & can

thiét nhan nat “Ghi va kich hat” dé xac nkin cac thaydsi. Cha y:
dbi véi card ethl fi véi giao tép mang trong, Bu thayddi dia cH

IP caa n6 sangdp khac i 16p ai thi két ndi hién tai s& bi ngat,

truong hyp nay ta phi thaydoi lai dia cH IP mang trong phil bip va
dang nkp lai.

Bang Routing va Gateway: thonguitng may FWBCAdung sau
mot Router nic dinh, vi \dy ta khdng én phii lap bang dinh tuyén

nira. Vi lubn co $n gatewayien router nic dlnh 1.

May tram DNS: thét 1ap may ghi ngtia tén mén cho may FWBCA.
Théng throng may cli DNS gibng Wi may DNS @a mang rdi bo.

Cécdia cH may: Trudng hyp khdng c6 (hac khong thét 1ap) may
chu DNS, ta c6 th ty dinh nghia & anh x tén vadia cH IP trong clic
nang nay. Ta cbn “Thém moi”, saudo nhap dia ch IP va cac tén anhax
cia n6 (Wbt dia cH IP c6 tie c6 nhéu tén).

c. Thiét Iap cau hinh h¢ théng twong lira
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Chic ning nay nBim tao ra ndt hé théng Iuat ngdm dinh. Sau khi
tao, hé théng luat nay $ haat dong ngay, vi 9y néu cac théng & nhap sai
thi co thé ban € khéng nlin duoc két qua mong mén. Théng throng ta
nén chp nhin cac tham & mic dinh. Néu mun cho phép @h w chia €
tép tin (share) hay tim tén may tréa #iéu hanh Windows thi am cho
phép dch w Netbios. Tuy nhién 6t khuyén céo 1a khéng nén cho phép
dich w Netbios, vi n6 luénab ra cacd hong lam nit tinh an toanwa he
thdng mang cn bao \é.

d. Thao tac Wi hé théng luat

Dé tao (haic sra) mbt luat mai, ta chon biéu trong niii tén (hay cay
bat) tuy theo \i tri cin dat luat. Cac théng tin an cho ndt luat co the gdom:
1-Quyét dinh; 2Pia cH IP ngn, 3bia ch IP dich; 4-Giao #p mang; 5-
Giao thrc; 6-Cong dch w ngwn; 7-Gong dch w dich. Cacra cton nay
(c6 thé tat ca hoic 1 trong 8 d6) dé xacdinh diéu kién xa 1y géi tin, trc
néu goi tin nao thd man céacdiéu kién 4y nod € cbd "Quyét dinh" rd
rang. Condé xod Iuit, chi don gian nHin chon biéu trong "thung giac". Va
tat nhién sau khi thagdi ta cin nHin nat "Liru cac thaydoi” dé luu lai moi
thao taaid lam.Gn luu y:
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Khi chon 6dng ngwn haic dich thi pli chon giao thirc 1a TCP héc
UDP

Chon kiéu ICMP thi phi chon giao thirc 12 ICMP

Mot s0 cong dch w thdng ding: 20,21-FTP; 22-SSH; 23-Telnet;
25-SMTP; 53-DNS; 80-HTTP; 110-POP3; 135-RPC; 138,139-
Netbios; 143-IMAP4; 443-HTTPs...

Tao bang luat mai:

Ngam dinh, r¢ théng trong kra c6 3 lang Iuat 14 input,output va
forward. Cac bng luit nay khong th xoé duoc. Bé dé dang trong \ic
guan tri, chrc nang nay cho phép m@i quan tri tao ra king Iuit mai, bang
luat nay ding c6 tik xodduoc. Tuy nhién én leu y 1a tén Bng luit méi
khéngduoc triing \6i cac king luat ¢4 c6é .Céac #ng luat dugc tao ra co tid
dung lam "Qu¥t dinh" caa mot luat. N6 hat dong nhr sau: gi st ta c6
luat B va quyt dinh aia n6 la vao ing luit TEST. Khidé, rfu c6 goi tin
phi hyp v6i cacdiéu kién caa B thi géi tindé s phai so sanh fip Vi cac
diéu kién Ia céc lat trong king luat TEST.Dé dé hinh dung ta xem xét md

hinh sau:
i nput --> TEST
1. Luat A ----- > 1. Luat T1
2. Luat B --------- > 2. Luat T2
3. Luat C

Khi mét géi tin vao lang luat input, thi it A dugc goi ra dé xem
xét, réu luat A khéng phu bp thi luit B duoc goi ra. Trudng bp cacdiéu
kién caa B phu kyp va vi B c6 "quit dinh" 1a TEST nén céac goi tindiroc
chuyén" cho king luit TEST. Tép do, luat T1 duoc goi ra dé xem xét, Bu
T1 khéng phu bp thi T2. Va éu T2 ding khdng phu bp thi it C duoc
goi radé xir ly goi tin.

Nhu vy, cac ling Iuit do ngroi quan tri tao ra & rat thuan loi khi ta
mudn quin ly theo nhémidi tegng, nhr: nhomdia cH, nhoém dch w, ...

Céc thao tac khac
1. Luu lugt ra tép: Thao tac nay cho phépung quan tri luu toan 1o hé
thdng Iuat ra thanhdp tin. Cha y: @u tring téndp tin thi di dung
méi s& thay tré noi dung di.
2. Nap ludt tir tép: Dungdé nap hé théng luat tir t8p ma naroi quan tr
da leu. Chu y: 1a toan dhé thong Iuat hién tai S8 bi thay tié bai hé
thong luat tir tép nay.
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3. Nap lugt ngamdinh: Nap hé thdng Iudt ngim dinh. Théng tirong he
théng luat nayda cé én haic duoc tao ra khi thrc hién chic ning
"Thiét 1ap" hé thong trong lira.

e. Nhat ky hé thong twong lira
Chac ning nay cho phép n@i quan tri theo d6i cac théng tin hay
cac diu higu tan céng,dé tir d6 cé cac chinh sachrAy kip thoi. Néu khi
tao mot luat ma ta chn chrc nang nhiit ky cac gaoi tin phu ép véi luat do
thi gdi tin phu lkrp € duoc nhit ky lai. Chirc ning nay cho phémt nhit ky
theo nhéu diéu kién gdm: giao thirc, dia cH IP ngwn-dich, dng ngwn-
dich.

IV.  Quan tri h¢ thong
> Cau hinh I¢ théng
> Nhat ky hé thong
» Quan tri nguoi dung

A N A A
a. Cau hinh h¢ thong
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Cau hinh & thdng cho phép ngpi quan tri giéi han dia cH truy
nhap, thaydéi céng vadia cH haoat dong aia ke théng quan tri tuong hra,
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quan ly nhat ky, thayddi giao dén ngroi dung, thayddi ngdn ngr hién thi
va cton ché do xac thrc phién lam \c.

Dija cH truy nhip: ngim dinh k¢ thdng cho phépat ca cacdia ch
truy nhap. Tuy nhién ta cé thgiéi han bing cach chn muc "Chi
cho phép cadia ch trong danh sach" o "Tu chdi cac dia cH
trong danh dach", khi em mot trong hai nac nay ta phi nhap vao
6 bén anh danh déachiia ch IP (haic tén may) ma ta ném cho
phép hay hn cré. Trong toong hyp nhap vao tén may thi ta nén
chon muc "Giai nghia cac tén maydé anh x tén may vatia cH IP.
Sau khi cln xong é@n nhin nat "Ghi"dé leu lai moi thay doi.
Thay doi céng vadia ch: chic ning nay cho phép thagbi cong
dich w vadia ch IP ma I§ thong € ling nghedé nhan ket noi tir
may tam. N@m dinh la Eng nghe trén wi dia cH va mng ngim
dinh 1a 10000. Mu khoéng cé ith wi nao khaala sr dung dng nay
thi ta khdng &n thiét phai thay doi gi thém.
Quan ly nhat ky: lva chpn c6 sr dung nhit ky hay khéng, cbin
modul én nhit ky, thoi gian tr dong xoda nkt ky,... Théng tirdng ta
nén clon cac nuc sau:

- Dung nhit ky

- Xoa nlat ky sau 168 @i

- Ghi nhit ky it cd cac modul

Thaydoéi ngdn ngi: cd hai ngdn ngy hd trg 1a Anh va Vét. Ngoén
ngix thé hién ngim dinh la téng Viét.
Xac thrc phién lam \dc: trong clirc ning nay ta nén ein sau

- Duing mit khdu c6 timeout -> Ngn chin cac may c6 nhiu hon
5 lan dang nhip....

- Dung xac thc phién -> Tr déng dang xuit sau 15 phut khéng
tac dong

- Ludn yéudu téndang nhip va mit khiu->Pay la ba lra cton
quan twng dé tranh vic truy nhip trai phép hac b 16 mdt khau
dang nhip. CAc lra chon khac nénié mac dinh.

b. Nhat ky hé théng
Nhat ky hé théng cho phép ngyi quan tri xem hi cac thao tdc ma
mot nguoi dungda thre hién thao tac trén giao ¢h, day khong phi la nhat
ky cia hrc trong lra. Bé xem nhit ky ban chon cacdiéu kién va nln nit
“Xem”, néu phu lyp cac tra cton thi Kt qua s hién mot bang danh séach
cac thao tada thrc hién véi modul nao cung ngyi dung, dia ch IP va
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ngay gb thuc hién. Bé chi tiét hon, ta nfAn chon 1én Kt ngay téntng thao
tac.

c. Quan tri ngwoi dung
Trong giao din nay,&t "Nguoi dung" tré hién danh sach ngi
dingda ©n tai, cot "Cac modul” 1a danh sach cac modul mardigdung
tuong tng dugc st dung, cé tke nhan chon tén modulié thayddi quyén caa
nguoi dingdéi véi modul do.

Thay d6i nguoi dung da ©n tai: ta ch viéc nhin vao ngoi ding

mudn thayddi trong danh sach cot "Nguoi dung”. Trong mc nay
ta c6 tie thaydoi tén va nit khau ding ntip cia mdt nguoi dungda

ton tai, hoic thaydoi cac kra cton. Chu y: Wi nguoi ding niic dinh

"admin" thi khéng nén thag’to| gi ma néndé céac lra chon 1a mic

dinh, viday 1a ngroi ding én c6 qugn cao nht dé tao ra cac ngoi

dung khac.

Tao ngroi ding néi: can nhap téndang nhip va mit khiu cho ngroi

dung nmdi. Nguoi dungduoc tao ra ch dugc phép thrc hién boi cac
diéu kien ma ngoi quan tri cao nlat cho phép. Thong ttong ta ch

can chon cho phép ngdi méi nay dung cac modul nao, con céal
chon khac nénié mic dinh. Sau khi cbn xong cacdiéu kién cn

nhan nat "Ghi"dé luu lai.

Chua y: Nguoi dung noi khéngdugc trung téntang ntiip voi cac ftr:
admin, fwbca, va céac téting nhip da c6. Mat khau dang nHip phai dat toi
thiéu 6 ky tr.

V. Cac tién ich
> Ping
» Trace route

a. Ping
Thuc hién chrong trinh Ping ngay trén giaoédi web. Co th ping
theodia ch IP hay tén may.
b. Trace route
Tién ich nay tire hién chrong trinh theo 8u goi tin ngay trén giao
dién web cho phép ta &i duoc duong di cua goi tin tr may naydén mot
maydich ai thé.
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M oi chi tiét xin lién hé:

Nguyén Minh Th dng — Phong kinh doanh jttro dy &n
Mobile phone0985 224 229
Support online: minhthang_sat@yahoo.com

Email: thangnm@nanosoft.vn

Pinh Van Pinh — Phu trach kinh doanh
Mobile phone 094 797 6660
Support online: dvd_tin@yahoo.com

Email: dinhdv@nanosoft.vn

Nguyén Vin S — Ho tro ky thuat
Mobile phone0977 270 874

Email: sunv@nanosoft.vn

CONG TY CO PHAN CONG NGHE NANOSOFT

Tru sd : $ 2C9B — T Heu — Giu Gidy — Ha Nbi

Vin phong : 8 3 Ngd 122 — Kim Giang Bai Kim — Hoang Mai — Ha Wi
pién thai : 04. 3 559 2799; 6 292 4093Fax:04. 3 559 2799

Emaill :info@nanosoft.va- Website www.nanosoft.vn

Chao tran tpng va it han hgnh dwoc hop tac!
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